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Abstract - This paper reviews fifteen recent publications (2015-2026) spanning trajectory prediction, cybersecurity and trust
management, classical machine learning and algorithmic optimisation, and engineering automation, and asks a forward-looking
question: where is artificial intelligence — particularly Large Language Models (LLMs), foundation models, and agentic Al
systems — positioned to extend each of these research directions next? For each of four thematic clusters we first summarise the
current method documented in the reviewed sources, then discuss a concrete, currently-emerging Al direction grounded in recent
(2025-2026) literature: LLM- and foundation-model-based trajectory reasoning for Cluster A; agentic, LLM-driven security-
operations copilots for Cluster B, including a reported 6.5x improvement in malicious-alert identification over human analysts
in one production deployment,; learned and graph-neural-network-based approaches to the classical optimisation and graph-
isomorphism problems in Cluster C; and natural-language-to-workflow agentic automation for the low-code and embedded-
systems work in Cluster D. Throughout, we explicitly separate what the reviewed papers themselves established from this review's
own forward-looking analysis, and close with a discussion of the reliability, interpretability, and adversarial-robustness risks

that accompany each proposed direction.

Keywords - Large Language Models, Agentic Al, Foundation Models, Trajectory Prediction, Cybersecurity, Trust Management,
Graph Neural Networks, Engineering Automation.

1. Introduction

A companion review of these fifteen references organized
them retrospectively into a thematic taxonomy, showing that
trajectory prediction, cybersecurity, classical
ML/optimization, and engineering automation work by an
overlapping author group forms coherent applied-systems
research programmed spanning 2015-2026. This paper takes a
complementary, forward-looking angle: for each of the same
four thematic clusters, we ask specifically where large
language models (LLMs), foundation models, and agentic Al
— the dominant Al development of 2024-2026 — are
positioned to extend the methods the reviewed papers
document. This is necessarily a different kind of contribution
from a backward-looking survey. The reviewed papers report

what their authors built and measured; this paper's "emerging

direction" discussion is this review's own analysis of plausible
near-term extensions, grounded in currently published Al
literature (2025-2026) but not a claim about what the original
authors of [1-15] have built or intend to build. We maintain
that distinction explicitly throughout, rather than attributing
forward-looking claims to the reviewed papers themselves.

The remainder of the paper is organized as follows.
Section II describes the methodology. Section III briefly
restates the current-state taxonomy as a baseline. Sections I'V-
VII discuss the emerging Al direction for each cluster in turn.
Section VIII presents a consolidated current-to-future map.
Section IX synthesizes this into quantitative counts and
qualitative comparison tables and figures. Section X discusses
risks and open challenges common to Al-augmenting this kind
of applied-systems work, and Section XI concludes.
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2. Methodology

This review extends the six-stage methodology of the
companion taxonomy with a seventh, forward-projection step:
for each thematic cluster, recent (2025-2026) AI/LLM
literature was searched specifically for work that (a) addresses
the same underlying task as the cluster's reviewed papers, and
(b) uses LLMs, foundation models, or agentic architectures as
its primary method, so that the "emerging direction" discussed
for each cluster is grounded in published, citable work rather
than speculation. Where such grounding literature was found,
it is cited directly (e.g. [16-18]); where a plausible direction is
discussed without a directly on-topic Al publication

identified, this is stated explicitly as this review's own
extrapolation rather than implied to be an established result.

3. Current State: A Brief Baseline

Table 1 restates, in condensed form, the current method
each reviewed paper documents, organized by the same four
clusters as the companion taxonomy — trajectory and
behavioral modelling (A), cybersecurity and trust (B),
classical ML/optimization/algorithms (C), and engineering
automation/software systems (D). This serves purely as the
baseline against which Sections IV-VII discuss emerging Al
directions.

Table 1. Condensed current-state baseline by cluster, as documented in the fifteen reviewed references

Cluster Current method (as documented) References
Transformer/skip-gram and GCN-based sequence models;
A ; . : [1,2,10]
kinematic template matching
IAM framework design; honeypot deception; WSN trust scoring;
B . . [3,5,6,11,13]
federated learning; kernel-level protection
Quadric error metrics; classical supervised classifiers;
C . . . [4,7,15]
combinatorial graph algorithms
D Rule-based automation frameworks; simulation software; visual 8,9, 12, 14]
low-code tooling; RTOS scheduling T

4. Cluster A: Toward Foundation-Model

Trajectory Reasoning

The reviewed trajectory work uses transformer and graph-
convolutional architectures trained end-to-end on trajectory-
specific datasets: STTFFN [1] on taxi GPS traces, 3D-DCM
[2] on pedestrian surveillance data with visual/background
context, and kinematic template matching [10] on mouse-
cursor motion. A 2025 survey of Large Foundation Models
(LFMs) for autonomous-driving trajectory prediction
documents a broader shift already underway in this exact task
family: integrating large language models and multimodal
LLMs to bring linguistic and scene-level semantic reasoning
into trajectory prediction, which the survey reports improves
interpretability and generalization to long-tail scenarios that
conventional deep-learning trajectory models — the category
[1, 2] both belong to — are documented to struggle with [16].

Applied to the specific papers reviewed here, this
suggests a concrete extension path rather than a generic one: a
foundation-model backbone could unify [1]'s vehicle-
trajectory forecasting, [2]'s pedestrian trajectory-plus-context
modelling, and [10]'s cursor-trajectory bot detection under a
single pretrained sequence-reasoning model fine-tuned per
agent type, rather than three separately-trained architectures
— since all three tasks reduce to the same underlying problem
(predicting a continuation of a partially observed 2D or 3D
trajectory) that [10] already makes explicit by applying
trajectory-style reasoning outside the vehicle/pedestrian

domain. The main open question, consistent with [16]'s own
reported limitation, is whether the interpretability gain from
language-grounded reasoning offsets the substantially larger
pretraining data and compute requirements relative to the task-
specific models in [1, 2].

5. Cluster B: Toward Agentic, LLM-Driven

Security Operations

The reviewed cybersecurity work is architectural and
procedural: IAM extended to bot identities [3], honeypot
deception [5], WSN-based vehicular trust scoring [6],
federated intrusion detection [11], and kernel-level protection
[13].

A concrete, currently-deployed AI direction for this
cluster is the emergence of agentic LLM-based Security-
Operations-Centre (SOC) copilots, which use an LLM as a
planner-executor investigation loop over security telemetry
rather than as a classifier: a 2026 study of one such production
system reports that its autonomous phishing-triage agent
identified 6.5 times more malicious alerts than human analysts
working alone, and describes a broader architecture
combining a unified activity timeline, schema-validated LLM
prompts, and an investigation loop that generates and tests
attack-specific hypotheses [17].

Mapped onto the specific reviewed papers, this direction
suggests each of Cluster B's systems as a data or action surface
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for an LLM agent rather than a replacement for them: an agent
could reason over the trust scores [6] produces to decide when
a vehicle's traffic should be treated as suspicious, correlate
[11]'s federated CAN intrusion alerts across the fleet-wide
model that federation otherwise keeps siloed, and orchestrate
[5]'s honeypot deployment adaptively in response to observed
attacker behavior rather than following a static configuration.

[3]'s IAM-for-bots framework is a precondition for this
extension rather than a target of it: an LLM security agent is
itself exactly the kind of non-human identity [3] argues
conventional IAM was not designed to govern, so a production
agentic-SOC deployment of this kind depends on [3]'s
governance layer to authenticate and constrain the agent's own
actions — including against the kernel-level tampering
concern [13] addresses, since a compromised kernel could
feed a security agent falsified telemetry.

6. Cluster C: Toward Learned Optimisation and
Graph-Neural Methods

The reviewed classical-methods work is deterministic and
hand-designed: two-round QEM mesh simplification [4],
classical supervised classifiers for face recognition [7], and
combinatorial algorithms for graph isomorphism [15]. Each
has a documented learning-based counterpart in current Al
literature.

For [15]'s graph isomorphism problem specifically,
Graph Isomorphism Networks (GIN) — a graph neural
network architecture explicitly designed and named around
the graph-isomorphism connection, shown to be as powerful
as the Weisfeiler-Lehman graph-isomorphism test at
distinguishing non-isomorphic graphs — are a directly on-
topic, well-established Al method for the exact combinatorial
problem [15] addresses algorithmically [18].

This is a case where the emerging Al direction is not
merely analogous but formally connected to the reviewed
paper's problem statement: [15]'s target-cell-selection
algorithm and GIN-style GNNSs are two different approaches
(deterministic vs. learned) to structurally compare graphs.

For [4]'s mesh simplification and [7]'s face recognition,
the corresponding directions are less formally tight but well
documented in the broader literature this review's companion
piece already surveys: learned, data-driven mesh-
simplification networks that predict which edges to collapse
rather than following a fixed error metric, and deep
convolutional face-recognition models that have, in the
broader literature, substantially displaced the classical
classifiers [7] compares. In both cases, the reviewed paper

represents the classical baseline against which a future learned
method's gain would need to be measured, rather than a
method already superseded within the scope of what [4] and
[7] themselves report.

7. Cluster D: Toward Agentic, Natural-

Language-Driven Automation

The reviewed engineering-automation work spans a toll-
collection framework [8], P2P energy-trading simulation
software [9], low-code/no-code AI/ML tooling [12], and real-
time OS concepts [14].

Of these four, [12] is already positioned closest to the
emerging Al direction discussed here: low-code/no-code
platforms are, by [12]'s own framing, about broadening access
to intelligent automation beyond traditional software
engineers, and the natural extension of that goal — replacing
visual drag-and-drop configuration with natural-language-to-
workflow generation via an LLM agent — is a direct
continuation of [ 12]'s stated motivation rather than a departure
from it.

For [8, 9], an agentic extension is more speculative but
structurally plausible: an LLM-based negotiation agent could
plausibly automate bilateral price discovery in the P2P energy
market [9] simulates, and an agentic layer over [8]'s toll
framework could handle exception cases (disputed charges,
malformed vehicle identification) that a rule-based system
routes to manual review today.

For [14]'s real-time OS concepts, the connection is the
weakest of the four: RTOS scheduling has a hard correctness
requirement (bounded worst-case latency) that current LLM-
based approaches do not provide guarantees for, so we note
this as an open research question — whether a learned
scheduler could meet real-time guarantees at all — rather than
a direction with existing grounding literature, in contrast to the
concrete citations available for Clusters A-C.

8. Consolidated Current-To-Future Map

Figure 1 and Table II consolidate Sections IV-VII into a
single view. The rightmost column's citation status is reported
explicitly: Clusters A and B have a directly on-topic,
currently-published Al-literature citation grounding the
proposed direction ([16, 17]); Cluster C has one formally-
connected citation for the graph-isomorphism sub-case ([18])
and two directionally-consistent but less formally tight
extensions; Cluster D has one direction that is a direct
continuation of a reviewed paper's own stated goal ([12]) and
two to three that are this review's own speculative
extrapolation, disclosed as such.



Rubiya Hanni Shafiulla Kannavalli et al. / 1IJCOT, 16(3), 9-15, 2026

A. Trajectory & Behavioural
Modelling

B. Cybersecurity & Trust Systems

C. Classical ML., Optimization &
Algorithms

D. Engineering Automation &

Current: transformer/GCN
sequence models [1],[2],[10]
CURRENT (as documented in
reviewed refs)

Current: IAM, honeypots, trust
scoring, fed. IDS

[31.[51,[6],[11].[13]

Current: OEM, classical
classifiers, graph algorithms
[47][15]

Current: rule-based automation,
RTOS, low-code tooling

Emerging: LLM/foundation-
model trajectory reasoning [16]
EMERGING AI DIRECTION
(this review's discussion)

Emerging: agentic LLM SOC
copilots, autonomous triage [17]

Emerging: learned mesh
simplification, GNN-based
isomorphism testing [18]

Emerging: NL-to-workflow
agentic automation, learned

Software Systems

(81.[91.[12],[14]

schedulers

Fig. 1 Current method (as documented in the reviewed references) mapped to an emerging Al direction (this review's discussion) for each of the four
clusters

Table 2. Consolidated emerging-Al-direction map with grounding status disclosed per row

Cluster Emerging Al direction Grounding
A LLM/foundation-model trajectory reasoning unifying [1, 2, 10] Directly cited survey [16]
B Agentic LLM SOC copilots orchestrating [3, 5, 6, 11] Directly cited production system [17]
C GNN-based graph isomorphism testing (GIN) extending [15] Directly cited, formally connected [18]
C Learned mesh simplification / deep face recognition extending [4, Directionally consistent, general
7] literature

D NL-to-workflow agentic automation extending [12] Direct continuation of [12]'s stated goal
D Agentic negotiation/exception-handling for [8, 9]; learned RTOS | This review's own extrapolation; RTOS

scheduling for [14] direction flagged as an open question

9. Results:
Synthesis

This section consolidates the analysis in Sections ITI-VIII
into quantitative counts and qualitative comparisons. Because
this paper is a literature analysis rather than an original

Quantitative and Qualitative

experimental study, the figures below are of two kinds only:
real counts derived directly from the fifteen reviewed
references (Figure 2), and this review's own explicit
qualitative classifications (Figures 3-4, Table III), each
labelled as such rather than presented as measured
experimental results.

Distribution of the 15 reviewed references by cluster

5

Number of references
O = NN WA U
L

A: Trajectory &
Behavioural Trust

B: Cybersecurity &

C: Classical ML &
Algorithms

D: Engineering
Automation

Fig. 2 Distribution of the fifteen reviewed references across the four thematic clusters (real count)

12
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Cluster B (cybersecurity and trust) is the largest single different layers of a single, multi-layer trust problem; Clusters
cluster at five references, consistent with Section V's A and C are smallest at three references each.
observation that this cluster's papers ([3, 5, 6, 11, 13]) address

Grounding strength of each proposed emerging-Al direction (this
review's classification)

A: Foundation-model trajectory

B: Agentic SOC copilots

C: GNN graph isomorphism (GIN)
C: Learned mesh /face recognition
D: NL-to-workflow automation

D: Agentic negotiation/RTOS

0 0.5 1 1.5 2 2.5 3 3.5

Fig. 3 Grounding strength of each proposed emerging-Al direction, classified on a 0-3 scale by this review (0 = speculative/open question, 1 =
directionally consistent with general literature, 2 = direct continuation of a reviewed paper's own stated goal, 3 = directly supported by a cited, on-
topic Al publication)

Three of the six proposed directions reach the highest  well-established broader-literature trends without a single
grounding level (score 3): foundation-model trajectory directly matching citation identified in this review's search.
reasoning [16], agentic SOC copilots [17], and GNN-based =~ The agentic negotiation/RTOS-scheduling direction for
graph isomorphism testing [18]. One direction (learned mesh ~ Cluster D scores 0, which this review treats as an explicit
simplification / deep face recognition) scores lowest among  disclosure that no supporting Al-literature citation was
the non-zero entries (1), reflecting that it is consistent with  identified, not as a claim that the direction is infeasible.

Reported detection improvement, agentic SOC copilot vs. human
baseline [17]

Malicious alerts identified (relative to
human baseline)
i

3
2
1x
I
0 - T
Human analysts (baseline) Agentic SOC copilot [17]

Fig. 4 The one directly reported quantitative result among the grounding sources: production agentic SOC copilot vs. human-analyst baseline,
malicious-alert identification rate, as reported in [17]
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Figure 4 reproduces the single quantitative benchmark
figure available across the three directly cited grounding
sources ([16-18]); [16, 18] are surveyed/theoretical
contributions rather than sources of a single headline metric,
which is why only [17]'s reported 6.5x figure is charted here
rather than a multi-source comparison.

Table 3 extends Table I with a qualitative maturity
comparison across four dimensions — autonomy level,
interpretability, data dependency, and deployment maturity —
rated Low/Medium/High by this review for both the current
method and the proposed emerging direction in each cluster.

Table 3. Qualitative maturity comparison, current method vs. emerging Al direction, by cluster. Ratings (Low/Medium/High) are this review's own
classification, not measured data.

. . Current (as . R
Cluster Dimension documented) Emerging Al direction
Autonomy / Interpretability / Data . . . .
A dependency / Deployment maturity Low /Med/Med/High | High/High/High/Low
B Autonomy / Interpretability / Data Low / High / Low / High | High/Med/Med / Med
dependency / Deployment maturity
Autonomy / Interpretability / Data . . .
C dependency / Deployment maturity Low / High /Low / High | Med/Med /High/Low
D Autonomy / Interpretability / Data Low / High / Low / High | Med/Med/Med/Low
dependency / Deployment maturity

The pattern in Table 3 is consistent across all four
clusters: the current, reviewed methods score High on
deployment maturity and (except Cluster A) High on
interpretability, while every proposed emerging direction
scores Low on deployment maturity — none of the six
directions in Figure. 3 describes a system already deployed at
the scale of the reviewed papers' own methods. This is the
same trade-off Section X discusses in prose, shown here as a
structured comparison: the emerging directions trade
deployment maturity and (for B-D) some interpretability for
higher autonomy and, for A and C, higher data-driven
adaptability.

10. Risks and Open Challenges

Three risks recur across the Al-augmentation directions
discussed above, and are more acute here than in a purely
retrospective review because each concerns a system that does
not yet exist. First, reliability and hallucination: an LLM-
based trajectory-reasoning agent (Section IV) or SOC copilot
(Section V) that generates plausible but incorrect output is a
materially different failure mode from a deterministic
algorithm like [1]'s STTFFN or [15]'s graph-isomorphism
algorithm producing a wrong-but-reproducible answer, and
the production SOC system reporting a 6.5x detection
improvement [17] does not, on its own, establish the system's
false-positive rate or behavior under adversarial input crafted
specifically to mislead the agent's reasoning loop.

Second, the same non-human-identity governance
problem [3] that raises for RPA/AI bots applies with more
force to an autonomous security agent with investigation and
response privileges (Section V): an agentic SOC copilot is a
higher-value target for compromise than the RPA bots [3]

originally scoped, since a compromised security agent could
actively suppress or misdirect its own alerts.

Third, the data and compute requirements of foundation-
model approaches (Section IV, VI) are substantially higher
than the task-specific models in [1, 2, 4, 7], which may be a
poor trade-off for organizations operating at the scale the
original papers target, particularly where — as [16, 19, 20]
itself reports for trajectory prediction — the primary benefit is
interpretability rather than raw accuracy.

11. Conclusion

This paper took a forward-looking angle on the same
fifteen references reviewed in a companion taxonomy, asking
specifically where LLMs, foundation models, and agentic Al
are positioned to extend each cluster's current methods. Two
directions have direct, currently-published grounding —
foundation-model trajectory reasoning [16] for Cluster A and
agentic SOC copilots [17] for Cluster B — and one has a
formal, named connection already established in the Al
literature: Graph Isomorphism Networks [18] for the exact
combinatorial problem [15] addresses algorithmically. Other
directions, particularly for Cluster D, are this review's own
extrapolation and are disclosed as such rather than attributed
to the reviewed papers.

Across all four clusters, reliability, non-human-identity
governance, and the data/compute cost of foundation-model
approaches are the open challenges that would need to be
resolved before any of the discussed directions could
responsibly extend the deployed, production-grade systems
the reviewed papers describe.
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